Setting up a VPN connection from Home to College

A Virtual Private Network (VPN) connection is a secure method of connecting
computers together over the internet. Information is scrambled up and can only be
deciphered by the computers which are securely connected so no personal or private
details can be gained by others.

This document describes how to set up a VPN connection on your computer at home
which will allow you to connect safely and securely to the computers at College.

These instructions are for people running Windows XP. The procedure is similar for
Windows 7 and Vista - the process is described at the end of this document.

Setting up your connection

1) Click Start and then Control Panel (if you have “Classic Menu” selected then
you will need to click Start, Settings and then Control Panel)

2) In Control Panel select “Network and Internet Connections”

Pick a category

— &y
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;,_i-:jy Appearance and Themes
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! - Add or Remove Programs - :

If you can’t see these “categories” then see the Troubleshooting section at the
end of this document.

3) Click “Create a connection to the network at your workplace”



? Metwork and Internet Connections

Pick a task...

Set up or change your Internet connection

Create a connection to the network at v@

Set up a wireless network for a home or small office

Change Windows Firewall settings

4) Click the Virtual Private Network Connection and then Next

B New Connection Wizard

Metwork Connection
Haow dio pou want to connect bo the nebwark, at your workplace?

Create the following connection;

" Dial-up connection
Connect using a modem and a reqular phane line ar an Intearated Services Digital
Metwark: [ISDM] phone line.

" Virtual Private Network connection

Connect ta the netwark, uzing a wirtual private netwark, WPRH] cohnection aver the
Internet.

< Back I M et > I Cancel

5) In Company Name type Northallerton College and then Next



E Mew Connection Wizard

E Connection Mame
3 Specify a name far thig connection to your workplace.
4
I Type a name for thiz connectian in the fallowing box.
Company Mame
[ MHarthallerton College
1 For example, you could type the name of your wark place or the name of a zerver you
- will connect ko,
1

¢ Back I M et » I Cancel

6) In the Host name or IP address type 217.179.194.34 and then Next

E Mew Connection Wizard x|

VPN Server Selection
YWhat iz the name or address of the YPM server?
Type the hozt name or Internet Pratocol (IP) address of the computer to which you are
connecting.

Hozt name or IP address [for example, microsoft. com or 157 54001 :

217.179.194.34

¢ Back I Mext > I Cancel

7) Make sure that “My use only” is selected and then click Next



8) Tick the box to place an icon on the desktop and click Finish

I l Mew Connection Wizard x|

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection;

Morthallerton College

The connechion will be zaved in the Nebwark,
Connections folder.

dd & ghortcut bo this connection to my deskiop

To create the connection and close this wizard, click Finish,

< Back I Finizh I Cancel

9) This will put an icon on your desktop like this :- o

Double click this icon and select Properties



Connect Northallerton College

Ilzer name: I

Paszword: I

[ Save thiz user name and password for the following users:

% e arly

£ Anyone who wzes this computer

Connect | Cancel | Propertiesz I Help |

Select Options and tick the Include Windows logon domain box

4 Morthallerton College Properties i |

General Options | Securit_l,ll Netwnrkingl .ﬁ.dvancedl

— Dialing optionz
¥ Display progress while connecting

¥ Prompt for name and password, certificate, ete.

v |nclude Windows lagon damain

~ Redialing options

£

Redial attemnpts: I3 ﬁ
Time between redial attempts: I‘I mirte j
Idle time before hanging up: Inever j

Click OK. That’s it done.

Connecting to the College Network using your VPN Connection

Connecting to the college computers is now a simple case of putting in your college
username and password and clicking Connect. This creates a secure connection to the
servers here at college. For safety and security it is not recommended that you save
the username and password.



Connect Northallerton College ed

IJzer narne: Iib|DEIE|S|
PaSSWD[d: I.............
Domain: II:IIILLEGE

[~ Save thiz uzer name and pazeword for the following users;

& e anly

£ Brpone whouses this computer

| Connect I Cancel Fropertiez Help




Instructions for Windows 7 / Vista

1) Click the Start button and choose Control Panel. Select Network and Internet.

L L

_ Network and Internet
M View network status and tasks
&2, Choose homegroup and sharing options

2) Choose Network and Sharing Center

tl- Network and Sharing Center
~a  View network status and L\aks Connect to a netwi
Add a wireless devi{ Metwork and Sharing Center
Check network status, change

3) Choose Set up a hew connection or network

Change your networking settings

{;. Set up a new connectiop or network
a2

Set up a wireless, broad®dnd, dial-up, ad hoc, or VPM connection; or set up a router or access point.

4) Choose Connect to a workplace and then Next

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Ints

| Set up a new network
s, Configure a new router or access point,

Connect to a workplace
Set up a dial-up or VPN cunne"jun to your workplace




5) You will then be asked if you want to use and existing connection. Choose,
No, create a new connection.

Do you want to use a connection that you already have?

@ Mo, create a new connection

(7 Yes, I'll choose an existing connection

6) Choose Use my Internet connection (VPN)

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private netwerk (VPN) connection through the Internet,

7) You will then be asked to fill in the address and the destination. You will need
to fill in the following details :-

Internet address : 217.179.194.34
Destination name : New NC VPN Connection (or something of your choice)

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 217.179.194 .24

Destination name: New NC PN Connection

[]Use a smart card

'?:;f' [ Allow other people to use this connection

This opticn allows anyone with access to this computer to use this connection,

[T Den't connect now; just set it up so 1 can connect later

Make sure that the three boxes at the bottom are not selected. Click Next



8) Put in your College Username, Password and COLLEGE as the domain. You

can select Remember this password — this is not recommended if you share
your computer with other people.

@ |_:EJ Connect to.a Workplace s —
-

Type your user name and password

LIser name; Jbleggs

pESSWDrd' SRR RRRRRRRRRRER

[] Show characters
[] Rermember this password

Domain (optional): CGLLEGEI I}

You can test this by then clicking Connect. Your new VPN connection is now
set up.

This sets up the VPN connection to the College. You can then use the Network
and Sharing Center to Connect to a network and choose this new VPN connection.

Troubleshooting

Q) | can’t see the Categories in Control Panel
A) You need to switch Control Panel into “Category View”. Click the “Switch to
Category View” link which is at the top left of the Control Panel.

E- Control Panel

File Edit ‘iew Fawvorites Tools Help

\_) Back - \_) - Ljr

Address IB\' Control Panel

P
e Search - Folders

"

Control Panel 5 - éi
B dd Hardware
@ Switch to Category View
S N
See Also ® =

_ Date and Time Display
% windows Update

@) Help and Support [E -
[ —
¥y=

Q) I’ve lost the desktop icon.



A) Click Start, Settings, Network Connections. Right click on the one called
Northallerton College and choose Create Shortcut. Click Yes.

Q) I’ve lost the desktop icon but I can’t find Network Connections.
A) That means that you are using the XP Start Menu. Click Start, Connect To and
then right click on Northallerton College. Choose Create Shortcut. Click Yes

Q) I’ve forgotten my password
A) You’ll need to contact IT Support I’'m afraid.



